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This New Tool Aims to

Keep Terrorism Content

Off the Internet

Small platforms without resources
to handle takedown requests have
been weaponized by terrorist
groups that share their content
online. A free new tool is coming
to help clean house.

While there are some tools on the market

that work in a similar way to Altitude,

they are prohibitively expensive for a lot

of smaller companies. Experts like Green

believe that tools like this need to be

open source and free of charge.

The new tool can be integrated straight

into the backend of whatever platform it

is working with. It then connects to Tech
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Against Terrorism’s own Terrorist Content

Analytics Platform, which centralizes the

collection of content that has been

created by officially designated terrorist

organizations. The database allows all

the platforms using Altitude to easily

check whether a piece of content has

been verified as terrorist content.

Altitude will also provide context about

the terrorist groups the content is

associated with, other examples of this

type of material, information on what

other platforms have done with the

material, and, eventually, even

information pertaining to the relevant

laws in a particular country or region.

“We are not here to tell platforms what to

do but rather to furnish them with all the

information that they need to make the

moderation decision," Adam Hadley,

executive director of Tech Against

Terrorism, tells WIRED. “We want to

improve the quality of response. This

isn’t about the volume of material

removed but ensuring that the very worst

material is removed in a way that is

supporting the rule of law.”
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Tech Against Terrorism works with more

than 100 platforms, almost all of which

don’t want to be named because of the

negative impact on their business of

being linked to terrorist content. The type

of companies that Tech Against

Terrorism works with include pastebins,

messaging apps, video-sharing

platforms, social media networks, and

forums.

For many of these smaller platforms,

dealing with takedown requests from

governments, civil society organizations,

law enforcement, and the platform's own

users can be overwhelming and result in

companies going to one extreme or the

other.

“Platforms can become easily

overwhelmed by the takedown requests,

and they either ignore them all or they

take everything down,” Hadley says.

“What we're looking for is to try to create

an environment where platforms have the

tools to be able to properly assess

whether they should remove material or

not, because it's imperative to take down

terror content, but it's also really

important that they're not just removing
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any content because of concerns about

freedom of expression.”

The Israel-Hamas war has shown what an

important role Telegram continues to

play in allowing terrorist groups to

spread their messages. While efforts to

hold Telegram to account have had

limited success in recent weeks, terror

content remains accessible, and it is

from here that the content is quickly

shared on a multitude of other platforms.

And this is where the Altitude tool can

make a difference, according to Hadley.

“Ideally, the content wouldn’t be put up

on Telegram in the first place,” Hadley

says. “But given that it is, the next best

thing we can do is make sure that other

platforms that are being co-opted into

this by terrorists are aware of this activity

and have the right information to take

down the material in an appropriate

fashion.”
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